
معسكر الأمن الس�ب�اني – المستوى الثاني

CyberSecurity Bootcamp Level 2

1. HTTP Fundamentals
2. Authentication Attacks
3. Session Management
4. Input Validation & Injection
5. XSS
6. CSRF
7. File Upload Vulnerabilities
8. Deserialization Attacks
9. API Security

EWPT - Web Penetration Testing

1. Information Gathering & OSINT
2. Network Scanning
3. Vulnerability Identification & Exploitation
4. Buffer Overflow (Windows)
5. Privilege Escalation (Linux & Windows)
6. Password Attacks
7. Pivoting & Tunneling
8. Post Exploitation & Lateral Movement

eCPPT - Penetration Testing Professional

تحت إشراف

920009129 www.abadnet.com.sa



معسكر الأمن الس�ب�اني – المستوى الثاني

CyberSecurity Bootcamp Level 2

1. Active Directory Basics
2. Kerberos Attacks
3. NTLM Attacks
4. BloodHound Analysis
5. Local Privilege Escalation (Windows)
6. Domain Escalation Techniques
7. Lateral Movement
8. Persistence Techniques
9. Defense Evasion

CRTP - Certified Red Team Professional

تحت إشراف

920009129 www.abadnet.com.sa


